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Are We Safe Now?
Potential issues when crossing language boundaries between Rust and C:


- Type Mismatch: Layout and Representation 
- Error Handling 
- Panics and unwinding 
- Threading and synchronization 
- Memory ownership and lifetime mismatches 
- Undefined behavior leaks across the boundary 
- Aliasing & mutability violations 
 

7

It’s the developer’s responsibility to avoid UB in unsafe code (FFI included), by 
maintaining Rust’s type invariants.
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Verification and UB Detection

BUG DETECTION TOOLS: 
Miri  
- detects UB (does not ensure absence of UB) 
- requires a good test suite 
- only supports Rust code (no C FFI) 
Soteria 
- symbolic execution engine for Rust, and for C but no FFI 
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FORMAL REASONING: 
 - RustBelt, Prusti, Aeneas, Creusot, Kani, Mirai, Rudra, CompCert + Rust, SeaHorn + Rust, 
RUXt, Verus, etc  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FORMAL REASONING: 
 - RustBelt, Prusti, Aeneas, Creusot, Kani, Mirai, Rudra, CompCert + Rust, SeaHorn + Rust, 
RUXt, Verus, etc  

MiriLLI 
- extends to C, but it’s slow, requires good test suite 



The Safety Pillars of Rust’s Type System 
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let mut x = String::from(“IFIP”); // ownership, mutability 
  
let y = &x;                        // borrowing - RO 
 
let z = &mut x;                    // borrowing - W

Every value has a variable that’s called its owner. There can only be one owner at a time.

Safety Principle 1

The lender needs to outlive all of its (alive) references.
Safety Principle 2

A mutable borrow can only be created if its lender has no other borrows living at that time.
Safety Principle 3

The lender cannot be modified as long as one of its (shared) borrowers still lives.
Safety Principle 4



Example 1
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fn add_one(i: &i32) { 
  *i += 1; 
} 

fn main() { 
  let i = 41; 
  add_one(&i); 
  println!("{}",i); 
} 

void add_one(int *i)   { 
  *i += 1; 
} 

int main() { 
  int i = 41; 
  add_one(&i); 
  printf("%d", i); 
  return 0; 
} 



Example 1 - ext
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unsafe extern "C" { 
  fn add_one(i: &i32); 
}  

fn main() { 
  let i = 41; 
  unsafe { add_one(&i); } 
  println!("{}",i); 
} 

void add_one(int *i)   { 
  *i += 1; 
} 

int main() { 
  int i = 41; 
  add_one(&i); 
  printf("%d", i); 
  return 0; 
} 

// prints 41 or 42
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unsafe extern "C" { 
  fn foo(i: &i32, b: i32); 
}  

fn main() { 
  let p = Box::new(42); 
  let b = // some random i32 
  unsafe { foo(&*p, b); } 
  println!("{}",p); 
} 

void foo(int *i, int b)   { 
  if(b>10 && <cond>) {  
     free(i); 
  } 
} 

Example 2

UAF 
DF 

Invalid cross-language deallocation



Working towards a solution



Obs1: use type info to generate dynamic checks

19

unsafe extern "C" { 
  fn add_one(i: &i32); 
}  

void add_one(int *i)   { 
  *i += 1; 
} 



Obs1: use type info to generate dynamic checks
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unsafe extern "C" { 
  fn add_one(i: &i32); 
}  

#[proptest] 
fn test_add_one(i: &i32) { 
  let x = *i; 
  add_one(i); 
  assert_eq!(x,*i); 
} 

void add_one(int *i)   { 
  *i += 1; 
} RO

Rust Type Constraints

What about mutable borrow xor?



Obs2: instead of checking only the final state, 
observe behavior in each state   
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unsafe extern "C" { 
  fn add_one(i: &i32); 
}  

#[proptest] 
fn test_add_one(I: &i32) { 
  let x = *i; 
  add_one(i); 
  assert_eq!(x,*i); 
} 

void add_one(int *i)   { 
  *i += 1; 
} RO

Rust Type Constraints

We replace standard execution with  
MiriLLI interpretation
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unsafe extern "C" { 
  fn add_one(i: &i32); 
}  

#[proptest] 
fn test_add_one(i: &i32) { 
  let x = *i; 
  add_one(i); 
  assert_eq!(x,*i); 
} 

RO

2.  Use MIRI to guide the execution to the FFI call.

1. Use type information to generate a PBT.

3.  “Fuzz” the FFI call using MiriLLI to check for  
     type invariants violations. 
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Detect and debug UB in Rust–C interoperability.


Thank You!
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Summary

Highlight potential vulnerabilities in Rust–C interoperability.


• Design a hybrid approach for detecting UB across Rust–C boundaries by: 
- leverage Rust type system to reduce the search space, 
- automate detection, 
- reduce human effort, 
- aim detection, not verification.  


• Much help needed. 
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Preliminary Eval
[dataset 1] 30 crates with 55 tests from the original MiriLLI dataset.  
 
Results: MiriLLI and MiriPBT find the same number of bugs. 


[dataset 2] Modified the C libraries used in the 30 crates to  
introduce synthetic bugs that only manifest on certain paths. 
 
Results: MiriPBT finds more bugs than MiriLLI. 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MiriPBT
Find UB (mem leak, UAF, DF, Aliasing XOR mutability) in Rust-C FFI. 
 
Reduce the human effort required to write test cases that would cover all paths in the C call. 

Developed as a MSc Research Project: 

- Julius de Jeu (TU Delft), 

- Jana Dönszelmann (Co-founder of Hexcat and Rust T-compiler member)


TODO: 
- More aggressive evaluation on real crates.  
- “Fuzz” the calling environment.
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The Static Analysis way on Rust FFI

Approach: Incorrectness Separation Logic for Rust. 

- [unsafe Rust] front-end for Rust in Infer/Pulse.  
Arjan Seijs (MSc TU Delft), Darius Foo (National University of Singapore),  

Taha Kahya (Sabancı University of Istanbul), David Pichardie (Meta, ENS Rennes) 

- [unsafe Rust] extend ISL with stack/tree borrows. 
Matei Mirica (MSc TU Delft), Darius Foo (National University of Singapore),  

David Pichardie (Meta, ENS Rennes)  

- [Rust FFI] compose Rust-ISL states with C-ISL, and with MiriPBT. 
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Goal: find memory safety violations in unsafe Rust and in Rust-C FFI.  


