Synthesis of Programs with Pointers
via Read-Only Specifications

Andreea Costea Amy Zhu Nadia Polikarpova llya Sergey

=RANUS Yale
95 i dsPLSE
School 0f Computing COllege




Synthesis of Programs with Pointers
via Read-Only Specifications



Specitication

AN N NAN

Synthesis Algo
,_:( ceoe ::
S0 =-KEH

—\ —

Code




SSL: Synthetic Separation Logic

Specitication

Separation Logic*

AN N NAN

reasons about pointers

Synthesis Algo Code
Deductive Synthesis** Programs with Pointers
r—: —_— )
0= =
- — —

safe and correct by
construction

* Local Reasoning about Programs that Alter Data Structures, O'Hearn, Reynolds, Yang:. CSL 2001
** Structuring the Synthesis of Heap-Manipulating Programs, Polikarpova & Sergey @POPL'19



SSL: Synthetic Separation Logic

Specification

Separation Logic*

\

AN N NAN

reasons about pointers

SuSLik
Synthesis Algo Code
Deductive Synthesis** Programs with Pointers
~ )
&l =

safe and correct by
construction

* Local Reasoning about Programs that Alter Data Structures, O'Hearn, Reynolds, Yang:. CSL 2001
** Structuring the Synthesis of Heap-Manipulating Programs, Polikarpova & Sergey @POPL'19



Example: copy a linked list



Example: copy a linked list

o

X + | Nt

v
predicate Is (loc x, set S) {

x=0 A {S=0

nx-t, — -

x#=0A {S={uUS

Nxt+ |

emp |

[x, 2] * xPp Vv s (X+ |) P nxt

n

[s(nxt

) )



Example: copy a linked list

o

X + | Nt

predicate Is (loc x, set S) {

>

}

x=0 A {S=0

nx-t, — -

x#=0A {S={uUS

Nxt+ |

emp |

[x, 2] * xPp Vv s (X+ |) P nxt

n

[s(nxt

) )



Example: copy a linked list

o

X + | Nt

nx-t, — -

Nxt+ |

pure constraints

predicate Is (loc X, set W
Xx=0 A {5=0 emp |

x#=0A {S={uUS

[x, 2] * xPp Vv s (X+ |) P nxt

n

[s(nxt

) )



Example: copy a linked list

o

X + | Nt

predicate Is (loc x, set S) {
x=0 A {S=0

nx-t, — -

x#=0A {S={uUS

Nxt+ |

\ 4
emp |

[x, 2] * xPp Vv s (X+ |) P nxt

n

[s(nxt

) )

10



Example: copy a linked list

o

X + | Nt

predicate Is (loc x, set S) {
x=0 A {S=0

> | x#0A {S={1US

nx-t, — -

Nxt+ |

emp |

[x, 2] * xp Vv (X+ |)pnxt

n

[s(nxt

) )

11



Example: copy a linked list

o

X + | Nt

predicate Is (loc x, set S) {
x=0 A {S=0

nx-t, — -

x#=0A {S={uUS

Nxt+ |

emp |

X, 2] x Xxp v (X+ )b nxt«

A

memory block

n

[s(nxt

) )

12



Example: copy a linked list

o

X + | Nt

predicate Is (loc x, set S) {
x=0 A {S=0

nx-t, — -

x#=0A {S={uUS

Nxt+ |

emp |

[x, 2] * xPp Vv (X+ |) P nxt

points-to

n

[s(nxt

) )

13



Example: copy a linked list

o

X + | Nt

predicate Is (loc x, set S) {
x=0 A {S=0

nx-t, — -

x#=0A {S={uUS

Nxt+ |

emp |

[x, 2] * xp Vv (X+ |) P nxt

A

points-to

n

[s(nxt

) )

14



Example: copy a linked list

. nx-t, — - — n

X + | nxt nxt+|

predicate Is (loc x, set S) {

Xx=0 A {5=0 emp |

X#FOA {S={vjUS ;[x,Z]*XHv*(er\)an:i\s(nx:,S’)}
]

separating conjunction
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Example: copy a linked list
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Example: copy a linked list

o-mm-E

X Xt nxt nxtt|

Precondition: {r » X * lseg(x,

S)}

volid listcopy (loc r)

v

Postcondition: {r » y * lseqg(x,

S) * lseg(y,

NXT Nl —>
> EiiS—

X+ |

nxt nNxt+|

- B—-BEm-Em—

y+ |

nxt, nxt,t |

n

S)}

n
n
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Example: copy a linked list

o-Bm-mm—-

X+ | nxt nxtt|

{r » X * lseg(x,

S)}

volid listcopy (loc r)

{r » v * lseg(x,

S) * lseg(y,

n

S)}
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Example: copy a linked list
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Example: copy a linked list
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Example: copy a linked list

8

X
Y

X+ |

as

NXty
nxt, nNxt,t |

n
n

{r » X * lseg(x,

S)}

1 void listcopy (loc r) {
2 let x = *r;

3 if (x == 0) {

4 } else {

5 let v = *x;

6 let nxt = *(x + 1);
7 *r = nxt;

8 listcopy(r);

9 let yl1 = *r;

10 let y = malloc(2);
11 *(x + 1) = yi;
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Example: copy a linked list v

{r » X * lseg(x, S)}
1 void listcopy (loc r) {
2 let x = *r;
3 if fx =— @) {
4 } else {
5 let v = *x;
6 let nxt = *x(x + 1);
expected T Xr = nxt;
result 8 listcopy(r);
9 let yl1 = *r;
10 let = malloc(2);
¥
12 r = m
14 Xy = V;
15 } ¥
v
Spurious writes. {r » v * 1lseg(x, S) * lseg(y, S)}

20




Example: copy a linked list v
{r » X * lseg(x, S)}

BE-EE- Bl e oo
Y W 2 let x = *r;
X N N .
3 if (x == 0) {
o-EE-EE—- o -Em |
Y e 5 let v = *x;
N N
’ S ; let nxt = *(x + 1);

expected *r = nxt;
Make the initial list Read-Only: listcopy (r);
result : PZ .
it must not be altered let y1 = x*r;

let = malloc(2);

\ *(x + 1) = vy1;

nxt nxtt| v * = .
13 *(y + 1) = nxt;
1. ASEEAY ., I

y oyt nxty nNxt,+ | 15 } }

Spurious writes. {r » v * 1seg(x, S) * lseg(y, S)}
21




Synthesis of Programs with Pointers
via Read-Only Specifications

(our contribution)

Effective: more natural and shorter programs
Efficient: smaller search space—faster synthesis

Robust: better performance in “worst case scenarios”
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Example: pick - equalises the values of two distinct memory locations

Precondition: ' n
X Y

{ XxXmaxywb}

Postcondition: { X Z XY b Z }

X Y
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Example: pick - equalises the values of two distinct memory locations

{ XxXmaxywb}

volid pick(loc x, loc y) {

let a2 = *x;

let b2 = *y;

*y = a2;

{ Xp zZxyw» z}
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Example: pick - equalises the values of two distinct memory locations

{XHa*yl—)ba}

volid pick(loc x, loc y) {

let a2 = *x;

let b2 = *y;

{tz*yn—»Za}
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Example: pick - equalises the values of two distinct memory locations

{ X » a % Yy H%d}

volid pick(loc x, loc y) {

let a2 = *x;

let b2 = *y;

*x = b2;

{ X » Z x|y » ZA}
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Example: pick - equalises the values of two distinct memory locations

-
.
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Example: pick with Read-Only Specifications

VI

{xHa*yibé}

Precondition: ' n
volid pick(loc x, loc vy){
X Y
let a2 = *x;

Mutable Read-Only: ¢, d, ...

‘o n

Postcondition:
X Y

let b2 = *y;

*y = a2;

M C

{tz*yn-»zé}
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Example: pick with Read-Only Specifications

\Y C

{ Xmaxywb}

volid pick(loc x, loc y){
M M

1z » 10 x t » 15 x R} » Q | p let a2 = *x;

let b2 = *y;

*y = az2;

}

M C
{ Xk ZzZ*xywpz}
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Example: pick with Read-Only Specifications

M

7

VI

Z » 10 x t » 15

VI

Z » 15 x t » 15

\Y

annotation borrowing:
[z/x, 10/a, t/y, 15/b, M/c]

v

x* R} » Q | p

* Ry » Q | pick(z,t);p

annotation recovery:
[z/x, 10/a, t/y, 15/b, M/c]

\

\Y C

{xw»axywerb}

volid pick(loc x, loc vy){
let a2 = *x;
let b2 = *y;
*y = a2;

}

M C
{ Xk ZzZ*xywpz}

/
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Example: pick with Read-Only Specifications

d M

Z » 10 x t » 15

x* R} » Q | p

annotation borrowing:
[z/x, 10/a, d/M, t/y, 15/b, M/c]

\

M C

{xw»axywerb}

volid pick(loc x, loc vy){
let a2 = *x;
let b2 = *y;
*y = a2;

}

M C
{ Xk ZzZ*xywpz}
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Example: copy of a linked list Read-Only Specitications

d d
. n><-t’ — - — n

X + | nxt nxt+|
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Example: copy of a linked list

/ read-only

{r » X * 1lseg(x,S,a,b,c) }

vold listcopy (loc-T) mutable

/

{r » y * lseg(x,S,a,b,c) * lseg(y,S,M,M,M)}
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Example: copy of a linked list

{r » X * 1lseg(x,S,a,b,c) }

volid listcopy (loc r)

{r » vy * lseg(x,S,a,b,c) * lseg(y,S,M,M,M)}
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Example: copy of a linked list

{r » x * lseg(x,S,a,b,c) }
1 void listcopy (loc r) {
2 let x = *r;
3 if tx = 8) 4
4 } else {
5 let v = *x;
6 let nxt = *(x + 1);
- - B - - —EE . mh;
7 *r = nxt:
X+ | nxt  nxt+| 3 liStCOpY(I’);
9 let yl1l = *r;
10 let y = malloc(2);
11 *(x + 1) = yi;
12 Xr = V;
13 *(y + 1) = nxt
14 Xy = V;
15 } !
{r » y * lseqg(x,S,a,b,c) * lseg(y,S,M,M,M)}
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Example: copy of a linked list

{r » x * lseg(x,S,a,b,c) }
1 void listcopy (loc r) {
2 let x = *r;
3 if = = 8 4
4 } else {
5 let v = *x;
6 let nxt = *(x + 1);
- - B - - —EE .
7 *r = nxt:
X+ | nxt  nxtt| 3 liStCOpY(I’);
9 let yl1 = *r;
n 10 let y = malloc(2);
11 *(x + 1) = yi;
12 r = V;
13 *(y + 1) = nxt
14 Xy = V;
15 } !
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Example: copy of a linked list v

{r » Xx * 1lseg(x,S,a,b,c) }
1 void listcopy (loc r) {
2 let x = *r;
3 if x =— 0) 4
4 } else {
5 let v = *x;
6 let nxt = *(x + 1);
B — B — - ' ek
X+ | nxt  nxtt| g 3 liStCOpY(I’);
9 let yl1 = *r;
10 let = malloc (2);
1 —
2 *r = V;
13 *(y + 1) = nxt
14 Xy = V;
15 } }
{r » y * lseqg(x,S,a,b,c) * lseg(y,S,M,M,M)}
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Example: copy of a linked list

{r » x * lseg(x,S,a,b,c) }
1 void listcopy (loc r) {
2 let x = *r;
3 if x =— @) {4
4 } else {
5 let v = *x;
6 let nxt = *x(x + 1);
EAES] — S — - — ) ' ek
X+ | nxt  nxtt| 3 liStCOpY(I‘);
9 let yl1 = *r;
10 let y = malloc(2);
B — A — K3 — - — KK .
+ | N nxty+ | 12 *Tr = :
14 Xy = vV,
15 } )
{r » y * lseqg(x,S,a,b,c) * lseg(y,S,M,M,M)}
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Results 1 — AST size
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via Read-Only Specifications

(our contribution)
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Efficient: smaller search space—faster synthesis



Results 2 — Synthesis time
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Synthesis of Programs with Pointers
via Read-Only Specifications

(our contribution)

Effective: more natural and shorter programs
Efficient: smaller search space—faster synthesis

Robust: better performance in “worst case scenarios”



Robustness
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Robustness




Robustness

's ROBoSuSLik always outpertorming
SuSLik irrespective of the
employed search heuristic?
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Robustness - serach heuristics variations

We explored:
» 3 variants of specification
» 6 different unification orders strategies

» / different search strategies
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Results 3 — No of fired rules

O Read-Only
- | @ Mutable

16

14

12
I

the shorter the é;;
boxplots the better |

10

log2 of number of tried rules
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Synthesis of Programs with Pointers
via Read-Only Specifications

(our contribution)

Effective: more natural and shorter programs
Efficient: smaller search space—faster synthesis

Robust: better performance in “worst case scenarios”



Read-Only Specifications: Related Work

Fractional Permissions [Boyland 2003]

Chalice
Verifast

Leino et al. 2009],

Jacobs et al. 2011]

Abstract permissions [Heule et al., 2013]

Viper [Muller et al. 2016]

Immutable Specifications [David et al. 2011]

Read-Only Assertions [Chargueraud et al. 2017]

Disjoint Permissions [Bach et al. 2018]

Tailored tor verification,

Not

for synthesis!
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Synthesis of Programs with Pointers
via Read-Only Specifications

(our contribution)

Effective: more natural and shorter programs
Efficient: smaller search space—faster synthesis
Robust: better performance in “worst case scenarios”



To Take-Away

Adding borrows to SSL improves the synthesis efficiency:

synthesised programs of better quality
improved synthesis performance
stronger correctness guarantees

robust synthesis
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Proot Search Algorithm

» Goal-driven, with backtracking (in CPS), trying a fixed set of rules;
* Branching. some rules emit many alternatives;
* Along with the program, emits the complete proof tree.

* Optimisations: Invertible Rules (cf. Focusing in Proof Theory),
* phased search, “Early Failure” rules



Separation Logic

empty heap

singleton heap
separating conjunction
memory block

pure constraints

-

X Y

starting in a state that satisfies P,

program c will execute without memory errors, ana

upon its termination the state will satisty Q.

Py c1Q

{emp}

{xwa}

{xpy*yrb}

{[X,2] * xp a*(x+1)p b}
{a>0:xpa}

do nothing
read from heap
write to heap
allocate block

free block

orocedure call
sequential composition
conditional

skip
lety=*(x+n)
*x+n)=e

let y = malloc(n)
free(x)

p(el, ..., en)

cl; c2

if (e) {c1} else {c2}
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Read-Only Specifications: Related Work

Fractional Permissions [Boyland 2003]

Chalice [Leino et al. 2009],
Veritast [Jacobs et al. 2011]

Abstract permissions [Heule et al., 2013]

Viper [Muller et al. 2016]

Immutable Specitications [David et al. 2011] Tailored for verification,
not for synthesis!

Read-Only Assertions [Chargueraud et al. 2017]
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Example

Ires x *[s(x, S)}
void listcopy (loc )
{rey*ls(x, S) * Is(y, S) }

R: Add RO permissions.
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Example

{rex*lIs(x, S)[RO,ROJ}
void listcopy (loc )
{rey *lIs(x, S)[RO,RO] * Is(y, S)[M,M] }

R: Add RO permissions.
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Example

{rex*ls(x, S)[RO,RO] }
void listcopy (loc )
{rey *lIs(x, S)[RO,RO] * Is(y, S)[M,M] }



Example

Ir» x *|s(x, S)[RO,RO]}
void listcopy (loc )
{re vy *lIs(x, S)IRO,RO] * Is(y, S)[M,M] }

// ... <caller>...:

//zw» X" *lIs(x’, S")M,M]

listcopy(z)
// zwy *Is(x’, S)[RO,RO] * Is(y, S")[M,M]
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Example

{re x*ls(x, S)[a,b] }
void listcopy (loc r)
{revy *lIs(x, {O})[a,b] * Is(y, S)IM,M] }

// ... <caller>...:
[/ re x*|s(x, S)M,M]
listcopy(z)
[/ re x*|s(x, S)M,M]
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Setup

Varied the properties captured in the inductive definitions.

Applied 42 kinds of perturbations to stress the proot search
strateqy.
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SuSLik -> ROBoSuSLik

https://github.com/TyGuS/suslik

(Synthesis using
Separation Logik)?

1. [Polikarpova & Sergey @POPL 19]

https://github.com/TyGuS/suslik/tree/borrows

(Read-Only Borrows for
Synthesis using
Separation Logik)>2

2. [Costea, Zhu, Polikarpova,Sergey @ESOP’20]
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https://github.com/TyGuS/suslik/tree/borrows
https://github.com/TyGuS/suslik

SSL: basic rules

{emp} ~» {emp} | 77
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SSL: basic rules

{emp} ~» {emp} | skip
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SSL: basic rules

IxpAxPl-{Q}]|
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SSL: basic rules

[ y/Al{x»A«P}~[y/A]l{Q}lc

{(xp A«P}=-{Q}llety =*x;c
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SSL: basic rules

[ y/Al{x»A«P}~[y/A]l{Q}lc

{(xp A«P}=-{Q}llety =*x;c

{xp_«P}m{xpe*Q}|
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SSL: basic rules

[ y/Al{x»A«P}~[y/A]l{Q}lc

{(xp A«P}=-{Q}llety =*x;c

{xpexPlw{xpre*Q}|c

{xp «P}l={xpe*Q}|*x=e;c
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SSL: basic rules

1P}~{Ql}lc
{(P*R}~{Q*R}lc

[OlR"=R {P«Rl~»[ol{Q «R'}|c
{PxR}-{Q «R"}|c
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volid pick(loc x, loc vy)

{x|—>a>x<>/|—>b} o {x|—>z>x<>/|—>z}

27
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{XxPpalxypbl} = {XPZxypz]

{xpalxypb} =» {(XpPzsxypz} |

let b2 = *y;

27

{XpPaxypb} » {XpPzxypz} |

let a2 = *x; ?2°?

(Read)

(Read)
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O=[a2/z] {x,palsxypbl} = {xXpalsxypal} | 22

(UnifyHeap
(xmadsymb2) = {xwziymz} | 22 )
) (Read)
{XxPalxypb} » {XPzZsxyprz} | let b2 = *y; 27
(Read)

{Xpaxypb} =» {Xpzsxypz} | let a2 = *x; 2?
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{>/|—>b2}-> {yn—»aZ}\ ?27?

(Frame)

O=[a2/z] {x,palsxypbl} = {xXpalsxypal} | 22

(UnifyHeaps)
IxPpal sypbll = {XpPZsxypz}] | 22
(Read)
{xpalxypb} =» {Xpzsxypz} | let b2 = *xy; 2?
(Read)

{Xpaxypb} =» {Xpzsxypz} | let a2 = *x; 2?
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{yral} » {ywmal} | 22

(Write)
{ypDb2} » {ymral} | *y = a2; ??

(Frame)

O=[a2/z] {x,palsxypbl} = {xXpalsxypal} | 22

(UnifyHeaps)
IxPpal sypbll = {XpPZsxypz}] | 22
(Read)
{xpalxypb} =» {Xpzsxypz} | let b2 = *xy; 2?
(Read)

{Xpaxypb} =» {Xpzsxypz} | let a2 = *x; 2?
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(Emp)
{emp} ~» {emp} | skip

(Frame)

{yral} » {ywmal} | 22

(Write)
{ypDb2} » {ymral} | *y = a2; ??

(Frame)

O=[a2/z] {x,palsxypbl} = {xXpalsxypal} | 22

(UnifyHeaps)
IxPpal sypbll = {XpPZsxypz}] | 22
(Read)
{xpalxypb} =» {Xpzsxypz} | let b2 = *xy; 2?
(Read)

{Xpaxypb} =» {Xpzsxypz} | let a2 = *x; 2?
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(Emp)
{emp} ~» {emp} | skip

(Frame)

{}”"32} > {>/|—>a2} ‘ X

(Frame)

O=[a2/z] {x,palsxypbl} = {xXpalsxypal} | 22

(UnifyHeaps)
Ixpa2+sypbl} = {XPzZsxypz] | 22
(Read)
(xpaluyeb) » {xezeyez) | [let b2 = yif 22
(Read)

(xmarynb) =~ (xmzoyme) | [z sade
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