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Systems development life cycle:
Design — Specify 2  Implement — Validate — Operate & Maintain
(communication . (different
protocols) dev teams)

“A communication protocol defines the format and the order of messages

exchanged between two or more communicating entities”. [Kurose and Ross]
Example of protocols: payment systems, smart contracts, NFS, Linux boot protocol, FTP, etc

Q1: How to ensure that a protocol is correctly implemented?



Implementation of Protocols: loosely or tightly coupled
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Writing software is error-prone.

Writing communication-centered software even more so!

Q2: How to ensure that implementations are safe?




Compatibility of Protocols
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Q3: How to ensure that protocols are safely composed?
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A Telling Example



Collaborative Client — Server”

Client A Client B Server Protocol Elements:
| ___s(req) - communicating entities (parties): Client A, Client B, Server
1 | .
o oeseD) ; . messages: req, resp, collab, ok, quit
| | b(resp1) ! . . ..
» direction and order of transmission
b(collab)
! channel: a, b, s
alt ] s(ok) : . o
cond > conditioned communication: cond
s(req2) |
< b(resp2) |
______ A S Communication Model:
—~cond ! s(quit) : . .
asynchronous communication

FIFO mailbox channels

"Usages: Two Buyers - One Seller Protocol [Honda et al., 2008], Intel CS for WebRTC, Hybrid client-server
for 3D design [Desprat et al. 2015], Collaborative Remote Experimentation [Callaghan et al. 2014], etc.



Collaborative Client — Server

Client A Client B Server
| ! s(req1) ‘
a(resp1) |
) '« b(resp1)
b(collab) !‘
alt J s(ok) :
cond :
s(req2) .
| < b(resp2) |
~cond squiy

Buyer A

int price, share;

String book;

send (s, book);
price = receilve (a);
share = foo(price);
send (b, share);

Buyer B

int price,clb;

price =
clb = receive (b)
1f (cond) {
send (s, ok);
addr) ;

. = receive(s)

send (s,

}else{
send (s,

}

quit);

receive (b) ;

14

4

Seller
int id, wval;
id = receive (s);

val = goo(id);
send (a,val) ;
send (b, val) ;
receive(s) ;
if (s==o0k) {
. = receive(s);
send (b, ...) ;

ans =



Collaborative Client — Server

Client A Client B Server
! s(req1) ‘
L a(resp1) |
- 4 b(resp1)
b(collab) Q‘
alt J s(ok) :
cond =
s(req2) .
| < b(resp2) |
~cond squiy

® Unsafe type manipulation

Buyer A

int price, share;

String book;

send (s,
price =
share =
send (b,

® Race: non-linear usage channel b

book) ;
receive (a) ;
foo (price);

share) ;

Buyer B

int price,clb;

price = receive(b);

clb = receive(b);

1f (cond) {
send (s, ok);

addr) ;

. = receive (s);

send (s,

}else{
send (s,

}

quit);

Seller
int id, wval;
id = receive (s);

val = goo(id);
send (a,val) ;
send (b, val) ;
ans = receive(s);
if (s==o0k) {
. = receive(s);
send (b, ...) ;



How to Deal with Software Bugs?

Testing HW & SW Mitigation Solutions

program’s input ‘—} program’s output

(concrete values) (expected behaviour?)

Is it good enough?

“Testing only shows the presence of bugs,
not their absence.”
Edsger W. Dijkstra



The Programming Language Approach

Given a notion of computation,
design a notation to express this computation
together with reasoning tools for that notation.



A Language-Based Approach to Formalizing Protocols

exXpress | formal protocol
(manually) P

SPECIFY
VERIFY

bug identification
or
proof of correctness

implementation

(automatically)

Language support makes it possible:
* to specify communication protocols, and then

* to verify (automatically) that an implementation conforms to the given protocol
in a safe way.




Outline Of The Talk

1. Related Work

2. Session Logic
A. Specification Language
B. Identify Race Conditions
C. Relaxed Protocols
D

. Modular Protocols

3. Communication Verification

4. Conclusion and Future Work



1. Related Work



State of the Art (1)

Shared Channel
Binary Session Types [HONDA et al. @ESOP’98]

Subtyping [GAY & HOLE @AI'05] 22 participants

Sessions as effects [ORCHARD & YOSHIDA et al. @POPL’16] | . Linear Non-linear
implicitly synchronized transmission with

Embedding to Haskell [NEUBAUER & THIEMANN @PADL’04], transmissions. no causal relations.

multi-threaded ML [VASCONCELOS et al., @TCS’06], F# [Corin et al. @CFS’07], Java [Ciancaglini et al. ECOOP’06], etc

Multiparty Session Types [HONDA et al. @POPL’08]

Progress — disallow shared channels [BETTINI et al. @ CONCUR’08, COPPO et al. @MSCS’16]

Linearity — shared channels are a must [CAIRES & PFENNING @CONCUR’10, GIUNTI & VASCONCELOS @MSCS’14,
SCALAS et al. @ECOOP’17]

Adding contracts [BOCCHI et al. @ CONCUR’10], synthesize deadlock-free choreographies [CARBONE & MONTENSI
@POPL’13], dynamic multirole [DENIELOU & YOSHIDA @POPL’11], nested sessions [DEMANGEON & HONDA
@CONCUR12], safety for Go programs [YOSHIDA et al @POPL’17]

Correspondence with linear logic [CAIRES & PFENNING @CONCUR’10, CAIRES et al. @MSCS’12, CARBONE et al.
@CONCUR’15, CARBONE et al. @CONCUR’16, CARBONE et al. @AI'17]



State of the Art (2)

Program Logics and Tools For Concurrency

Concurrent Separation Logic [O’HEARN @CONCUR’04]
iCAP [SVENDSEN and BIRKEDAL @ESOP’14]

locks [DODDS et al. @POPL’11], barriers [HOBOR & GHERGHINA, ESOP’18], higher-order functions [NANEVSKI et al.
@ESOP’14],

SmallfootRG [VAFEIADIS et al., CONCUR’07], Iris [JUNG et al. @POPL’15], VeriFast [JACOBS et al. @NFM’11],
Infer @Facebook, SLAyer [Berdine @CAV’11]

Verification of Protocols

Separation in time + Separation in space [HOARE and O’'HEARN @TCS’08]
CSL for copyless message passing [VILLARD et al. @ APLAS’09]

Chalice: message passing + locking [LEINO et al. @ESOP’10]

IronFleet: proves safety and liveness [HAWBLITZEL et al. @SOSP’15]

Verdi: vertical composition of protocols [WILCOX et al. @PLDI’15]

DISEL: mechanized proofs for consensus protocols [SERGEY et al. @POPL’18]



2. Session Logic

A.

Specification Language

. ldentify Race Conditions

B
C.
D

Relaxed Protocols

. Modular Protocols



2A. Specification Language



Specification Language for Protocols

Global protocol G =

Single transmission SR : c{v-A)
Concurrency | G+ G
Choice | GV G
Sequencing | G; G
Inaction | emp

(Parties) P,S,R € Role (Channels) c € Chan (Messages) v-A (Labels) i € Nat



Collaborative Client — Server (revisited)

Client A Client B Server Gups = ALS s(v-v: String) ;
_ s(eql) (s3a:alv{v>0) x SSB:blv-v>0)| ASB : b(v-v > 0);
2ol (?E S s(ok) ; BSS . s(v - Addr(v)) ; ST,B : b(v - Date(v))
: P VB3S s{quit)).
b(collab) >
%Hd s(ok) R
| e, Different from session types:
e 1. Messages are described by logical formulae.
—cond T squiy 2. Concurrent/arbitrary-ordered transmissions.
- 3. Uniform treatment of internal/external choice via
disjunction.

Take —away 1: TYPE SYSTEMS -> LOGIC



2B. Race-Free Conditions



Race Handling

(SHA:alv-v>0) % SSB:b(v-v>0)): ASB:b(v-v > 0)




Race Handling

(SHA:alv-v>0) % SSB:b(v-v>0)): ASB:b(v-v > 0)

Buyer A Buyer B Seller
(1) send (b, share); price = receive (b); send (b, val);
clb = receive (b);

price = receive (b);|| send(b,val);
(2) walt (cnd) ; notifyAll (cnd) ;
send (b, share); clb = receive (b);

Current approaches for protocol formalization declare non-linear protocols as UNSAFE!

Our goal: relax the tag of “UNSAFE” non-linear protocols, by enforcing safety at the program code level.



Race Handling

(S3A:alv-v>0) % S3B:b(v-v>0)): ASB:b(v-v > 0)

. 27

Buyer A Buyer B Seller
(1) send (b, share); price = receive (b); send (b, val);
clb = receive (b);
price = receive (b); send (b, val);
(2) walit (cnd) ; notifyAll (cnd);
send (b, share); clb = receive (b);

Introduce a proof obligation on event ordering to prove that
S happens-before A4



Race Handling

Sii—1>R1 . C<A1>;Sgi—2>R2 . C<A2>

N7/

To ensure race-freedom on ¢, prove that:
S, happens-before S,
and

R, happens-before R,



Race Handling

Sii—1>R1 . C<A1>, Sgi—2>R2 . C<A2>

N7/

To ensure race-freedom on ¢, prove that:
(HB between transmissions)

Sgil) ~<HB Sgw) A Rgil) ~<HB ng) S 7;1 <HB ig

Properties of the HB relation

1. Transitive: i El, EQ, Es - E1<ugp Eo A Eo<yg E3 = E{ <y Es.
2. Irreflexive: V Ej,E,:E;<yEy; = label(E;)#label(E;)

3. Asymmetric: i E{,Es -E1<ggEy = _l(E2-<HB El)

25/55



Orderings Constraint System

Denotes a “communicates-before” relation:
SHYR:c(v-A) = SO<5RO

p(2)
E<c E

Send/Recv Fvent E =
Ordering Constraints v
Race — Free Assertions W

| E<gs E

(a) Syntax of the ordering-constraints language

E1<us Eo A Eo<us E3
E1<cg Eo A Eg<yup E3

= E1 < E3
= E1 < E3

[HB-HB]

[CB-HB]

(b) Constraint propagation rule

IIEE iff E € II IIEE=V  iff «(TIIEE) or IIE W
[IE—(E) ffE¢II IIEW;, AW, iff IEU, and IE T,
[IFE;<gpEy iff ( A V) ="Ei<mE,

well

(c) Semantics of race-free assertions, where Il is a
set of events and ordering constraints.

Take —away 2: TEMPORAL ORDERING

=E|(E)|J| VAV |E=>U



Race Formalization

Definition: Race Relation

A race relation RACE C Transmission X Transmission is defined as follows:
{(i1,52) | i1,% € G- 1y # i A (AAJT (41, %2) = —(ia=<msi2))}.

Definition: Race-free Relation

A race relation RF C Transmission X Transmission is defined as follows:
{(i1,%2) | i1,82 € G- iy # ig A (AdJ ™ (g, 1) = i1=up %)}

27/55



Race Formalization (cont.)

Definition: Race-free Protocol

A protocol G is race-free, denoted by RF(G), if all the linked transmissions are race-free:
Viy, 1o € G- Adj T (44, 13) = RF(iy, 12).

Theorem: Race-free Protocol

A protocol G is race-free if and only if all the adjacent transmissions are race-free:
(Viy, 3o € G-Adj(iy,1%) = RF(41,1%)) < RF(G).

Take —away 3: RACE-FREE PROTOCOLS
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2C. Relaxed Protocols



Race Handling

(SHA:alv-v>0) % SSB:b(v-v>0)): ASB:b(v-v > 0)

Buyer A Buyer B Seller
(1) send (b, share); price = receive (b); send (b, val);
clb = receive (b);

price = receive (b); send (b, val);
(2) walt (cnd) ; notifyAll (cnd);
send (b, share); clb = receive (b);

Current approaches for protocol formalization declare non-linear protocols as UNSAFE!

Our goal: relax the tag of “UNSAFE” non-linear protocols, by enforcing safety at the program code level.



Specification Language for Relaxed Protocols

Global protocol G =

Single transmission S5R: c{v-A)
Concurrency | G+ G
Choice | GV G
Sequencing | G; G

Guard | ©(¥)
Assumption | &(P)
Inaction | emp

(Parties) P,S,R € Role (Channels) c € Chan (Messages) v-A (Labels) i € Nat

Given a global protocol G,
1. collect all the event orderings as guards and assumptions, and

2. refine G to account for the guards and assumptions.



1. Collecting Ordering Assumptions

Communicates-before between the

: . Local events Global orderings
sending and receiving events:
SSR:c{v-A) —) EB(SL&R: c(v-h) = B(SNABRD) N B(SD < RM)
Happens-before between events on — @ (P() <y P(2))
the same party P (program order):
Pz—1>R1 . C1<V'A1>; ,P&RQ . C2<V'A2>
PSRy i Cy(V-Ag); oo 5Sp—P : co(v - Ay)
Siz—1>P . C1<V'A1>, .. ;PgRQ . C2<V°A2>
S1Z—1>P . C1<V'A1>; ,SQgP . C2<V'A2>



1. Collecting Ordering Guards

A protocol G is race-free if and only if all the adjacent transmissions are race-free:
(Viy, i € G-Adj(iy,4) = RF(41,1%)) < RF(G).

7811—1>R1 . C<A1>, ,Sgl—2>R2 . C<A2>,
Proof-obligation to check race-freedom:

S( 1y <up ip)
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2. Protocol Refinement

(SHA:alv-v>0) % SSB:b(v-v>0)): ASB:b(v-v > 0)
Refinement
(automatically)
(S3A:alv-v>0); ®(S?®); &(A?@); B8P =<5 Aa?) «
S5HB:b(v-v>0); B(S®); B(B®); B(8®<;EB®));

ASB - b(v-v>0); @(A(4)) EB(B(4)) ; @(A(4)‘<CB B(4)) ;
@(A(2 <HB A(4)) @(B(B)<HB B(4)> ;
S(

Take —away 4: RELAXED PROTOCOLS



2D. Modular Protocols



Modular Protocols

GABS

2 p5s: s(String) ;

(SHA:alv-v>0) x SSB:b(v-v>0)); ADB:blv-v>0);
(B3>S : s(0k) ; BS : s(v - Addr(v)) ; sLB b(v - Date(v))
VBSS : s(quit)).

|[>

Refinement Craps

(automatically)

Make protocols instantiable by treating them as abstract predicates with parameters.
A

Gips = .. ) ()ps(A,B,S,a,b,s) =
Attach a labelling system which contains instantiable labels and maintains uniqueness of

transmissions.
GABs(A,B,S,a,b,S) £ E—)

Guss(A,B,S,a,b,s,9) 2 A7LS:s(String);

(S50 alv-v>0) * STLB blv-v>0)); ...
Create event ordering summaries for each predicate (HB relations between the first and last encounter
of each communicating party).

Synthesize the necessary conditions for a safe synchronization with the environment.



Outline of the talk

3. Communication Verification



Verification Framework

code (C-like) pre/post predicates lemmas
code verifier logical prover
(HIP) — (SLEEK)

range of pure provers:
Z3, Omega, Redlog, MONA, etc



Verification Framework

code (C-like) pre/post predicates lemmas
code verifier logical prover
(HIP) — (SLEEK)
range of pure provers: temporal constraint prover

Z3, Omega, Redlog, MONA, etc CHR



Framework Overview

refinement
(automatically)

relaxed protocol

g formal protocol
(manually)
SPECIFY

local projection
VERIFY (automatically)

implementation

code (C-like) ?/IOOS'C pre(@‘esA/Ienmas

(by developer)
code verifier logical prover «
(HIP) (SLEEK) )
/ \ (automatically)
range of pure provers: CHR <

Z3, Omega, Redlog, MONA, etc




Framework Overview

refinement
(automatically)

relaxed protocol

g formal protocol
(manually)
SPECIFY

local projection
VERIFY (automatically)

implementation

code (C-like) ?/IOOS'C pre(@‘esA/Ienmas

(by developer)
code verifier logical prover «
(HIP) (SLEEK) )
/ \ (automatically)
range of pure provers: CHR <

Z3, Omega, Redlog, MONA, etc




Local Projection

per-party per channel

projection projection
Global pTOtOCOl G = — T 1= — L =

: - o , lv.A | c?v. . lv-A| ?v-A

?ﬁfi@;ﬁfﬁfymm | z_;Ré c{v-8)  (qutomatically) |?rZTA | ctv-2 (automatically) oAt
Choice | GV G | TVT | LVL
Sequencing | G; G | T;T | L;L
Guard | (P) | ©(¥) | ©(¥)
Assumption | &(P) | &(V) | &(¥)
Inaction | emp | emp | emp



Local Projection

per party per channel
projection projection
Global protocol G = | — T = — L =
Single transmission SR c(v-8)  (qutomatically) cvAl WA utomatically) b | Tv-h
Concurrency | GxG | T+T
Choice |GV G | TVT | LVL
Sequencing | G; G | T;T | L;L
Guard | (P) > | ©(¥) | ©(¥)
Assumption | &(P) | &(V) | &(¥)
Inaction | emp | emp | emp
(™M <mPS?)) ], = OB <mPy") iHP=P; Tak 5: COLLABORATIVE PROVING
HB T 21 1 . - :
Race-free protocol: 3<ugd = S(3)<HB A4 A BB ~<uB B(4)
(SZA:alv-v>0); B(SP); @A) B(S@ < a?) 5 (©(8=m4))l, = O(8®=<wA®); &(BO®) <ypBW)
S5B:b(v-v > 0); &(5@); &(BE); B(5@) < BY)); (©(B=m4))l; = @(F<wA®); o(B® <45B™)
ASB:b(v-v > 0); B(AY); B(BY); B4 =<gBH); (6(B=m4)ls = &(Y=<ma?); o(B<wB)

B O
B(A®) <5 AW B(BG) <y BW) ;
S(3<uz 4)



Local Projection

per party per channel
projection projection
Global pTOtOCOl G = — T ::= — L =
; $Si YR - . . lv- v - . l'v-A | ?7v-A
%:gii;:ggj;msw" | i?_;RG. {v-8)  (gutomatically) |CTZTA [<%-2  (qutomatically) ATy
Choice | GV @ | TVT | LVL
Sequencing | G; G | T;T | LiL
Guard | (P) | ©(¥) | ©(¥)
Assumption | &(P) | ®(¥) | ®(¥)
Inaction | emp | emp | emp
SPECIFY
VERIFY

HO predicate example:

C(c,P,L) - associates a specification L to a channel ¢ which is manipulated by party P.

L+] C(c,P,®(V);L) — C(c,P,L) AW,
L— C(c,P,o(¥);L)AV¥Y +— C(c,P,L).




Local Projection

per party per channel
projection projection
Global pTOtOCOl G = — T ::= — L =
: - oo , ! ? . Iv-A | ?v-A
‘?:giij:::j;"sswn | z_;RG‘ {v-8)  (gutomatically) |%ZTA | -4 (automatically) ATy
Choice |GV G | TVT | LVL
Sequencing | G; G | T;T | LiL
Guard | (P) | ©(¥) | ©(¥)
Assumption | B(V) | &(V) | &(¥)
Inaction | emp | emp | emp
SPECIFY
VERIFY

A .
s  s!v-v:String; T, > lv-v:String; L,

S S, s _
m—) s’v-v:String;Ts I —— ?v-v:String; Lg



Communication Primitives

[OPEN] [cLOSE]
- {true} open() with (c,P*){ opened(c,P*, res)} - { empty(&)} close(&){ true }

[SEND]
inv = Peer(P) A opened(c, P*, &) A PEP*
F{C(c,P,!v-V(v);L)*V(x)*inv} send(&, x) {C(c,P,L)*inv}

[RECV]
inv £ Peer(P) A opened(c, P*, &) A PEP*
F{C(c,P,?v-V(v);L)*inv} recv(&) {C(c,P,L)*V(res)*inv}




Collaborative Client — Server (revisited)

Buyer A

int price, share;

String book;

send (s, book);

price = receilve (a);
share = foo(price);
send (b, share);

Buyer B

int price,clb;

price = receive(b);
clb = receive(b);
1f (cond) {
send (s, ok);
addr) ;

. = receive(s);

send (s,

lelse {
send (s, quit);

}

Seller

int id, wval;

id = receive(s);
val = goo(id);
send (a,val) ;
send (b, val) ;
ans = receive(s);
if (s==o0k) {
. = receive(s);
send (b, ...) ;



Collaborative Client — Server (revisited)

Buyer A

int price, share;

String book;

//®%C(s,A,lv-v:String;L) A book:String
send (s, book);

//®%C(s,A, L) A book:String

price = receive(a);
share = foo(price);
send (b, share);

Seller

int id, wval;

//®%C(s,S, v -v:String;L) A id:int
id = receive(s); ©
val = goo (id);
send (a,val) ;
send (b,val);
ans = receilve(s);
if (s==o0k) {
. = receive(s);
send (b, ...);



Race Handling (revisited)

Buyer A Buyer B Seller

(1) A4, send (b, share); B(®): price = receive (b); 5(3), send (b, val) ;
B(4): c1b = receive (b) ;

//C(b7 Aa @(S<3> ~HB A(4>)7 LA) //C<b7 B, @(B(B) ~HB B(4))7 LB)

® //C(baBaLB) V
B(S?) <5 A?)
(8 < BB) (©(8=m4))ly, = ©(8®=<pEA®); &(BE) <gxEBW).
B(AM® <e B@) (©0B=<mwE4d)l; = OE®<EA®); (B <EBW),
@(A(Q)_<HB A(4)) EB(B(3) B B(4)) (@(3"<HB 4)) s = @(S(3> - A(4)) : @(B(S) B B(4>).

Global Store Race free proof obligation projected onto each party



Race Handling (revisited)

Buyer A

(2) walit (cnd) ;
A(4): send (b, share);

//C(b, A, (8 <4 A L,)
//C(b7 A, LA) V

Buyer B

:B@):price = receive (b);

notifyAll (cnd) ;
B(4): clb = receive (b);

//C(b,B, (B <45 B4): Lg)
//C<b7 37 LB) V

Seller

3(®): send (b, val) ;



Implementation

In OCaml, affixed to HIP/SLEEK.

The constraint ordering system is implemented in CHR.

Highly modular:
*The protocol components are encoded as higher order primitive predicates.
*The predicates are manipulated by user-defined lemmas.

= finely “tunable” logic to cope with future extensions.

Test cases : variation of client-server, variations of the collaborative client — server, atm,

vending machine, video streaming.



Outline of the talk

4. Conclusion and Future Work



We provide a novel theory and necessary tools to specify
and reason about distributed systems!

We have shown how to:

... move from types systems - logic (going beyond type safety)

... achieve composable verification of safety (type-safe, race-free)

via local projection and collaborative proving.

... ensure temporal ordering, without the explicit concept of time

... support relaxed and modular protocols:

realistic non-linear protocols = race-free protocols with explicit synchronization



A Language-Based Approach to Formalizing Protocols

Language support makes it possible:
* to specify communication protocols, and then

e to verify (automatically) that an implementation conforms to the given protocol
in a safe way.

54/55



Beyond This Talk

More in the dissertation:

- adyadic session logic which emphasizes the benefits of going beyond traditional type check:
disjunction to replace internal/external choices, higher order-channels, copy and copyless-message
passing, deadlock detection, delegation.

- multiparty session logic: safety (wrt conformance, race, deadlock) theorems with soundness proofs,
detailed verification examples, nondeterminism, efficient algorithm for collecting ordering
assertions, inference algorithm for synchronization with the context, recursion, delegation,
verification rules, entailment rules, explicit synchronization primitives.

Future work:

- synthesize the specifications for the explicit synchronization mechanismes.

- investigate the formalization of additional properties: consensus of distributed systems.

Thank youl!
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Explicit Synchronization

[CREATE]|

V= /\ @(EJ = E1<uB EJ)
je{2..n}

{emp } w = create() with E;,E;..E, { NOTIFY(w,S(E;)) * WAIT(w,V)}

[NOTIFY—ALL]|
{NOTIFY(w,©(E1)) AE;} notifyAll(w) {NOTIFY(w, emp)}

[WAIT)|
Vrelz@(EQ = Ei1<up Eg)

{WAIT(w, V™) A =(Ep)} wait(w) {WAIT(w, emp) * V**}

(WCLZt Zemma) @(EQ = E1<uB EQ) N Es = Eq{<gs Eg

(Distribute-waits lemma) WAIT(w, A ¥;)= A WAIT(w,¥;)
je{2..n} je{2..n}

(Deadlock check) NOTIFY(w,S(E;)) * WAIT(w, emp) = false



Explicit Synchronization

[CREATE]|

V= /\ @(EJ = E1<uB EJ)
je{2..n}

{emp } w = create() with E;,E;..E, { NOTIFY(w,S(E;)) * WAIT(w,V)}

[NOTIFY—ALL]|
{NOTIFY(w,©(E1)) AE;} notifyAll(w) {NOTIFY(w, emp)}

[WAIT)|
Vrelz@(EQ = Ei1<up Eg)

{WAIT(w, V™) A =(Ep)} wait(w) {WAIT(w, emp) * V**}

(WCLZt Zemma) @(EQ = E1<uB EQ) N Es = Eq{<gs Eg

(Distribute-waits lemma) WAIT(w, A ¥;)= A WAIT(w,¥;)
j€{2..n} j€{2.n}

(Deadlock check) NOTIFY(w,©(E1)) * WAIT(w, emp) = false

Take —away 5: EXPLICIT SYNCHRONIZATION



Communication Primitives

[OPEN] [CLOSE]
- { init(c) } open() with (c,P*){ opened(c,P*, res)} - { empty (&)} close(&){ emp }

[SEND]
inv = Peer(P) A opened(c, P*, &) A PEP*
- {C(c,P,!v-V(v);L)*V(x)*inv} send(&,x) {C(c,P,L)*inv}

[RECV]
inv £ Peer(P) A opened(c, P*, &) A PEP*
- {C(c,P,?v-V(v);L)xinv} recv(€) {C(c,P,L)*V(res)*inv}




Communication Primitives

G({P;..Pp}, c*) — Party(Py,c”, (G)lp,) * ... x Party(Pn,c*, (G)]p ) * initall(c™).
Party(P,{ci..ca}, (G)lp) = C(c1,P,(G)lp,) * ... *C(cn, P, (G)|p . ) * Bind(P, {ci..cn}).
initall({c;..cp}) — init(cy) * ... *x init(cy).

(a) Splitting lemmas

El
2
i

ie)

C(c,Py,emp) * ... xC(c,P,,emp) A opened(c,{P;..P,},&) — empty(Z).
C(cy,P,emp) * ... xC(cy, P, emp) * Bind(P,{c;..cy}) — Party(P,c*, emp).

—
—_

EMP-P

(b) Joining lemmas

[L+] C(c,P,®(¥);L) —  C(c,P,L) A .
[L—] C(c,P,o(¥);L)AN¥ — C(C(c,P,L).

(c) Lemmas to handle orders

Figure 1: Lemmas for Specification Manipulation



Race Handling

(SHA:alv-v>0) % SSB:b(v-v>0)): ASB:b(v-v > 0)

(1) wait (cnd) ; B®): price = receive (b); S(3): send (b, val) ;
notifyAll (cnd) ;

A4, send (b, share);
\ /4>; clb = receive (b);

Server

{—|< (4)>} wait (cnd) ; {A(4) = B(3) <15 A(4)}
(@(3'<HB 4))LA = @(S(B)‘<HB A(4)) ; @(B<3) ~<HB B(4)) { } notifyAll (cnd) {true}
(083=<m4d)ly = ®E®<EA®); o(B®) <EBW),
(©(83=m4))ls = ®(S®<wpA®); @B <EBYW).
S(3) <5 BG) ABG) <5 A4 [C2AB) g (3) < A%

Race free proof obligation projected onto each party



Collaborative Client — Server (revisited)

1 .
ClientA | [clientB| [ server Gus = A—S:s(v-v:String);
_ s(eql) (s3a:alv{v>0) x SSB:blv-v>0)| ASB : b(v-v > 0);
2ol (?5 S s(ok) ; BSS . s(v - Addr(v)) ; ST,B : b(v - Date(v))
i 4 p(respT) \/B g - < t>)
b(collab) | ; - S\qut))-
ES T — Different from session types:
d i > . .
o steq) . 1. Messages are described by logical formulae.
, | b(resp2) | 2. Concurrent/arbitrary-ordered transmissions.
______ §___________L__________i______ 3. Uniform treatment of internal/external choice via
—cond | S(QUIt) | d. . .
Isjunction.

"Common pitfall in creating smart contracts:
the domain of the receiver does not
subsume the domain of the sender.

Take —away 1: TYPE SYSTEMS -> LOGIC

"DELMOLINO et al., “Step by Step Towards Creating a Safe Smart Contract: Lessons and Insights from a Cryptocurrency Lab”, in Financial
Cryptography and Data Security, pp.79-94, 2016



Example 3 - Verification

G(A,B,C,c,d) 2 A5C: c(dy) ; ASB:d(h,) ; B3C: chs)

{Common( G#A11) * Party(A, G#A) x Party(B, G#B) x Party(C, G#C)}

(Codey || Codep || Codec)
{Party(A, emp) * Party(B, emp) * Party(C, emp)}

“Release” lemma:
Party(B, G#B) = C(c,B, G#B#c) * C(d,B, G#B#d)

“Join-emp” lemma:
Party(A, emp) < C(c, A, emp) * C(d, A, emp)



Example 3 - Verification

G(A,B,C,c,d) £ A5C: c(dy) ; ASB:d(Ay) ; BSC: c(As)

G#A11 é@(A(l)'<CB C(l)); @(A“HHE A(2)); @(A(2>'<CB B(2>); @(3(2@1{3 B(3)); @(C(l) ~<uB C(3)); @(B(B)'<CB c(?»))

G#B#c é@(B@)); . Ag; @(3(3)); @(A(1)<HB B(3)); @(C(1)<HB C(3)>
G#B#d 271, - ;3(B?))

X = receive (d);

send(c, .. );



Example 3 — Verification

G(A,B,C,c,d) £ A5C: c(dy) ; ASB:d(Ay) ; BSC: c(As)

G#A11 2 (AW <s W) (AW < AP)); B (AP <5 B?)); & (BP) <5 B®)); @ (CM) <5 ¢®)); (B3 <5 ¢®))
G#B#c é@(BQ)); I As; @(B(B)); @(A(l) ~HB B(3)); @(C(1)<HB C(3>)
G#B#d 271, - ;3(B?))

//C(c,B, G#B#c) * C(d, B, G#B#d)
X = receive (d);

// C(c,B, G#B#c) x C(d,B, emp), II :=IIU {&(B?)}
send(c, .. );

// C(c,B, (AN <z BB)); @(cW <45 ) x C(d, B, emp), II:= ...



Example 3 — Verification

G(A,B,C,c,d) £ A5C: c(dy) ; ASB:d(Ay) ; BSC: c(As)

G#A11 2 (AW <s W) (AW < AP)); B (AP <5 B?)); & (BP) <5 B®)); @ (CM) <5 ¢®)); (B3 <5 ¢®))
G#Bic 20(BP)); ! p3; »(B®); (A1) <5 B®)); @ (c(H) <5 ¢3))
G#B#d 271, - ;3(B?))

//C(c,B, G#B#c) * C(d, B, G#B#d)
X = receive (d);

// C(c,B, G#B#c) x C(d,B, emp), II :=IIU {&(B?)}
send(c, .. );

// C(c,B, (AN <z BB)); @(cW <45 ) x C(d, B, emp), II:= ...

//C(c,B, (A <4 B®)); @ (c() <y ¢(®))xC(d, B, emp), II := ... - C(c,B, emp)*C(d, B, emp) FAIL



Communication Protocols — issues

Protocol

Implementation

A B

o V24 M “up ) H a7’
A” sends a product id to “B” via channel “c send (c, “TV”); int x;
X = receilve(c);




Communication Protocols — issues

Protocol

Implementation

A B

Type Safety

o V24 M “up ) H a7’
A” sends a product id to “B” via channel “c send (c, “TV”); int x;
X = receilve(c);




Communication Protocols — issues

Protocol Implementation
A B
Type Safety
A” sends a product id to “B” via channel “c send (c, “TV”); int x;
X = receive (c);
A B

“A” sends to “B” the number of required items via send(d, 10); x = receive(d);

channel “d”.




Communication Protocols — issues

Protocol Implementation
A B
Type Safety
A” sends a product id to “B” via channel “c send (c, “TV”) ; int x;
X = receive (c);
A B

Unexpected transmission

“A” sends to “B” the number of required items via send(d, 10); x = receive(d);

channel “d”.




Communication Protocols — issues

Protocol

Type Safety

“A” sends a product id to “B” via channel “c”

Unexpected transmission

“A” sends to “B” the number of required items via

channel “d”.

“A” first sends the result to “B”

and then to “C” via channel “c”

send (c,
send (c,

send (c,

A

“Pass”); || a =
\\Fail//) ;

Implementation

A

“IV7) ; int

receive (c) ;

a

Xy

recelive (c) ;

B

receive (d) ;

receive (c)

14



Communication Protocols — issues

Protocol

Type Safety

“A” sends a product id to “B” via channel “c”

Unexpected transmission

“A” sends to “B” the number of required items via

channel “d”.

“A” first sends the result to “B”

and then to “C” via channel “c”

send (c,
send (c,

Implementation

\\Fail//) ;

Who reads “Pass”?
Race on reading from c!

A
send(c, “TV”); int
X:
A
send(d, 10); X =
send (d, 10);
A B
“Pass”); ||a = receive(c); ||a

Xy

recelive (c) ;

B

receive (d) ;

receive (c)

14



Communication Protocols — issues

Protocol

Type Safety

“A” sends a product id to “B” via channel “c”

Unexpected transmission

“A” sends to “B” the number of required items via

channel “d”.

Transmission Race

“A” first sends the result to “B”

and then to “C” via channel “c”

send (c,
send (c,

Implementation

A
send(c, “ITV”); int
X:
A
send(d, 10); X =
send (d, 10);
A B
“Pass”); ||a = receive(c); ||a

\\Fail//) ;

Who reads “Pass”?
Race on reading from c!

Xy

receive (c) ;

B

receive (d) ;

receive (c)

14



Entailment Check — selected rules

[ENT-CHAN-MATCH]

[ENT-RHS-PVAR]
Do=vi=vy  C(vq,Py,Ly) F C(va,Py,Le) ~» Sy So = {7} | mi€S; and SAT(A*xAATS)}  \ (BaATE)F A, ~ 8

S={empAV=L,}

mTeES,
C(v1,P,La) # by F C(v9,P,Lc) % B ~ S LaFV ~ 8
[ENT-CHAN| ENT-RECV| [ENT-SEND
Pi=P, L. F L ~ s’ S:{ﬂ':ﬂﬂ'fesl} A, F [Vl/Vg]AC s 8 S:{Tfie|7TieES/} [V1/V2]AC - Ay ~ s’ S:{T(ielﬂ'fesl}
C(V,Pi,La) l‘C(V,PQ,LC) ~ 3 ?V1'Aa l‘?Vg'AC ~ 8 !V1'Aa |‘!V2'AC ~ S
[ENT-SEQ| [ENT-LHS-HO-VAR]
OO ~ 84 LabLe ~ 8 whered:=7v-A|lv-A|f Vétv(d,) SAT(A.) freshw  S={empAV(w)=[w/v]A.}
OaLa F OgsLe ~ {empAmiAmy | m€Sy and mp€S,y} V(v) A, ~ 8
[ENT-RHS—HO-VAR] [ENT-LHS-OR] [ENT-RHS-OR|

Ve fv(d,) DaFA. ~ 8 freshw S={empAV(w)=[w/v]A;|A;€8} Li;LaFLe ~ 85 S={V,A:|A;€S;} Lo FLi;Le ~» 83 S=JS;

Dy EV(V) xAc ~ S (ViLi);LakFLe ~ S Lo (VLi);Le ~ S



Entailment — extension of Concurrent Separation Logic

. ion Logic's f | {1} C {22} fv(%) Nmodif(C) = ()
. V 1 :
eparatlon OgIC S Trame rule: {(I)l " (I)} C {(1)2 * (I)}

{P1} C 1 P2) 191} C"{ Py (£v(2)) U
(B« D)} C || €' {Dyx )} (Ev(21) U

CSL frame rule: i g g;gizjﬁg ))=:@®



Entailment — extension of Concurrent Separation Logic

. ion Logic's f | {1} C {22} fv(®) Nmodif(C) = ()
. V l :
eparatlon OgIC S Trame rule: {(I)l " (I)} C {(1)2 * (I)}

{®1} C {2} {1} C"{ P2} (£v(2})U
(B« D)} C || €' {Dyx )} (Ev(21) U

CSL frame rule: (#)) Nmodif (0 ::@@

Ufv
fv(®;)) Nmodif(C’)

Separation in space!



Entailment — extension of Concurrent Separation Logic

. tion Logic’s f | {1} C {22} fv(®) Nmodif(C) = ()
. V l :
eparation LOgIC S Trame rule. {(I)l « (I)} C {(1)2 % (I)}

{P1} O {P2) (D7) O { Dy
{P1# Py} C ] C7 { D2+ By}

CSL frame rule:

Separation in space!

CSL + Ordering System: Separation in space + Separation in time



Orderings Collection

Border Base Element BForm a :=a | (BForm a) * (BForm a)

Border Element EForm a :=_1 | BForm a | (EForm a) V (EForm a)
Border Event BE ::= EForm P(*

Border Transmission (3T ::=EForm PP : c

(Operation Map) RMap = Role — &  (Transmission Map) CMap = Chan — (7
(Border) Border = RMap X CMap (Swmmary) Summary = Border X Border

Example 3: ASC:c; ASB:d; BSC:c




Orderings Collection

Example 3:

Border Base Element BForm a :=a | (BForm a) * (BForm a)

Border Element EForm a :=_1 | BForm a | (EForm a) V (EForm a)
Border Event BE ::= EForm P(*

Border Transmission (3T ::=EForm PP : c

(Operation Map) RMap = Role — &  (Transmission Map) CMap = Chan — (7

(Border) Border = RMap X CMap (Swmmary) Summary = Border X Border

ASC:c: ASB:d: B3C:c




Orderings Collection

Border Base Element BForm a :=a | (BForm a) * (BForm a)

Border Element EForm a :=_1 | BForm a | (EForm a) V (EForm a)
Border Event BE ::= EForm P(*

Border Transmission (3T ::=EForm PP : c

(Operation Map) RMap = Role — &  (Transmission Map) CMap = Chan — (7
(Border) Border = RMap X CMap (Swmmary) Summary = Border X Border

. 1 2 3
Example 3: ASC:c; ASB:d; BBC:c
(A B ¢} (4@ @ ¢}
{a®, <1} {a®, @} B := merge(B;,Bs)
B F F := merge(Fy,Fy)
B, Fi B, F)
{A(l),C(l)}{A(l),C(l)} {A(2)73(2)7c(3)} {A(2)73(3)7c(3)}
{ch {cW} {a® B {a®, c®)}

ASC:cl:[A3B:d: B3C:c




Orderings Collection

Border Base Element BForm a

Border Element
Border Fvent

Border Transmission (3T

(Operation Map) RMap = Role — (F

EForm a
BE ::= EForm P(%)
= EForm Pi>P i C

::=a | (BForm a) x (BForm a)
::=_1 | BForm a | (EForm a) V (EForm a)

(Transmission Map) CMap 4 Chan — Bt

(Border) Border = RMap X CMap (Swmmary) Summary = Border X Border

Example 3: ASC:c; ASB:d; BSC:c
(AW B®) ¢ (A® B® c®)
{d('z)’ C(l)} {d(2)’ C(B)}

B s® g® F

B1 F1 BZ I:2

{A(i) , (;(1)}{1;(1)7 C(i)} {A(Q)’ B(2), C(B)}
{c™}

{A(Q)’ BG), C(B)}

cC 14@ B 4@ <@
{cW} {a®,c¥} {1, e}

ASC:cl:[A3B:d: B3C:c

B := merge(B;,Bs)
F := merge(Fy,Fy)

SP =8P U {AM < AR ¢ <z cB))
S© 1= S° U {1<yu 3}



Well-formedness ( * )

[Well-Formed Concurrency]| A protocol specification, Gy * Ga, is said to be
well-formed with respect to * if and only if Vee G; = c¢ (G5, and vice versa.



Well-formedness (\/ )

(a) (same first channel) V1 € i, c2 € 15 = c1=ca;
(D) (same first sender S) V81 € iy, Sy € 1 = S1—85 A S=Sy;
(c) (same first receiver R) YRy € ix,Ro € 15 = Ry=Ro A R=Ry:

(d) (mutually exclusive "first” messages)

‘Y/j,kE{fl, cyIny 11,y 0y lm} = UNSAT(;Q\J' AN A]{) V j=k;

(¢) (same roles) VP € Gy V Go = P=S V P=R, with peers S and R the roles referenced by

conditions (b) and (¢), respectively;

(f) (recursive well-formedness) Gy and Gy are well-formed with respect to V.



A Session Logic for
Relaxed Communication Protocols



Relaxed Communication Protocols — Motivation (i)

“A” first sends the result to “B” and then to “C” via channel “c”

(1)

send (c,
send (c,

A

\\PaSS//) :
\\Fail//) ;

a

B

receive (c) ;

a

receive (c)

4



Relaxed Communication Protocols — Motivation (i)

“A” first sends the result to “B” and then to “C” via channel “c”
A

send (c,
send (c,

(2) send (c,
send (c,

\\PaSS//) :
\\Fail//) ;

“Pass”) ;
“Fail”) ;

B

a = receive(c);
B

a = receilve(c);

not1fyAll (w) ;

receive (c) ;

walt (w) ;

recelive (c) ;



Relaxed Communication Protocols — Motivation (i)

“A” first sends the result to “B” and then to “C” via channel “c”

send (c,
send (c,

(2) send (c,
send (c,

A

\\PaSS//) ;
“Fail”) ;

A

\\PaSS//) ;
\\Fail//) ;

B

a = receive(c);
B

a = receilve(c);

not1fyAll (w) ;

a = receive(c);

walt (w) ;

a = receilve(c);

Current approaches for session formalization declare this protocol as UNSAFE!
(due to race on reading from “c”)



Relaxed Communication Protocols — Motivation (i)

“A” first sends the result to “B” and then to “C” via channel “c”

send (c,
send (c,

(2) send (c,

send (c,

A

“PaSS”) :
“Fail”) ;

A

“Pass”) ;
“Fail”) ;

B

a = receive(c);
B

a = receilve(c);

not1fyAll (w) ;

a

= receive (c);

walt (w) ;

a = receilve(c);

Current approaches for session formalization declare this protocol as UNSAFE!
(due to race on reading from “c”)

Our goal: relax the tag of “SAFE” protocols, and enforce safety at the program code level.



Relaxed Communication Protocols — Motivation (ii)

“B” and “C” send their computation result to “A” via channel “c”

A
X = receilve(c);
y = receive (c);

return x + y;

B

send (c,10) ;

send(c,15);



Relaxed Communication Protocols — Motivation (ii)

“B” and “C” send their computation result to “A” via channel “c”

A B C
X = receive (c); send (c,10) ; send(c, 15);
y = receive (c);

return x + y;

Current approaches for session formalization declare this protocol as UNSAFE!
(due to race on sending to “c”)

However, parallel computing has been used to model difficult problems in many areas: rush hour
traffic, weather, auto assembly, photonics, molecular sciences, etc.



Collaborative Client — Server (revisited)

Global protocol G =

Client A Client B Server .
| __s(reqt) Single transmission S5R: c{v-A)
" b(respt) | Concurrency | G+ G
a(resp1) | i Choice | GV G
" bcollab) ! Sequencing | G G
| | | Inaction | emp
alt | i ! s(ok) !
cond i >
s(req2) ;
'« b(resp2) |

Gips = ALS s(String);
;735”_6’__i_"""""T"_sau?t)_": ______ (SAB : b(v -V > O> * Si>A : a(v -V > O>) X
| I : ASB :b(v-v>0);
(B3S : s(ok); BSS 1 s(v - Addr(v)) ; S5B : b(v - Date(v))
VB3S : s{quit)).

Take —away 1: TYPE SYSTEMS -> LOGIC



Example 1

“A” first sends the result to “B” and then to “C” via channel “c”

ASB c<”Pass”>;A53C: c("Fail”)

A B C
send (c, “Pass”); a = recelve(c);
send (c, “Fail”); notifyAll (w) ; walt (w) ;
a = receilve(c);



Example 1

“A” first sends the result to “B” and then to “C” via channel “c”

ASB c<”Pass”>;A53C: c("Fail”)

L 4

A B C
send (c, “Pass”); a = recelve(c);
send (c, “Fail”); notifyAll (w) ; walt (w) ;
a = receilve(c);



Example 1

“A” first sends the result to “B” and then to “C” via channel “c”

ASB - c<”Pass”>;A53C: c("Fail”)

2/

A B C
send (c, “Pass”); a = receive(c);
send(c, “Fail”); notifyAll (w) ; walt (w) ;
a = receilve(c);

Introduce a proof obligation on event ordering to prove that
B happens-before C



Example 2

“A” sends to “B” a string and then “C” sends to “B” an integer via channel “c”

ALB c(String); c3B: c(int)

A 4

A B C
send(c, “TV”); String x = receive(c);
int y = receive (c);

send(c, 2) ;

Race on writing to c!



Example 2

“A” sends to “B” a string and then “C” sends to “B” an integer via channel “c”

ALB c(String); c3B: c(int)

N ~4

A B C
send (c, “TV”); String x = receive(c);
notifyAll (w) ; int y = receive(c); walt (w) ;

send(c, 2) ;



Example 2

“A” sends to “B” a string and then “C” sends to “B” an integer via channel “c”

ALB c(String); c3B: c(int)

N ~4

A B C
send(c, “TV”); String x = receive(c);
notifyAll (w) ; int y = receive(c); walt (w) ;

send(c, 2) ;

Introduce a proof obligation on event ordering to prove that
A happens-before C



Introduce Race-Free Guards

Sli—1>R1 . C<A1>, Sgi—z)RQ . C<A2>

N/

To ensure race-freedom on c, prove that:

s mst™ A RW<mRrYY o h<mi



Happens-Before Relation

Definition 1 (Happens-before) Given a global protocol G, two events Pgm
and Péh) are said to be in a happens-before relation in G, P§21)<HB Péw), if and
only if Pﬁ“) completes prior to PéZQ), i 7~ .

1. Transitive: P§i1)<HB Pgb) A P?&HB P§f3> = P§i1)<HB P§f3>
2. Irreflexive: VPy,Py, i1, 15 € G-Pgmﬁm Pgb) = 11 F£ 1y

3. Asymmetric: VP{,Py, 41,1 € G- P§i1)<HB Pg“) - —.(pgi2)<HB pgil))



Protocols Diagrammatic View

~® :
Seq-seq o—>e seq-choice O:: 2 seq-conc 2
Ol ) i1 g i
7;3 ’[;3
(715 i2) (415 (i2 V i3)) (415 (ig * 13))

Example to highlight adjacent transmissions:

GéAi—1>C:c1;Bi—2>C:cg;Ai—3>C:c2;(Ai—4>B:c1*Ai—5>B:ci);Ai—6>C:cl.

Q’ G Y%oc 1
Q > >
1 9 13 6 1 16

i5 7;5

\

li1; iall'G s s dslla s |lias d6ll'G s |l7s; 6|



COMMUNICATION PROTOCOLS —issues (revisited)

Protocol
A B
Type Safety
A” sends a product id to “B” via channel “c send (c, “TV”) ; int x:
G(A,B,c) £ AB : c(String). x = receive(c);

FAIL



COMMUNICATION PROTOCOLS —issues (revisited)

Protocol

Type Safety

“A” sends a product id to “B” via channel “c”

G(A,B,c) £ AB : c(String).

Verification fails due to unexpected transmission

“A” sends to “B” the number of required items via
channel “d”.

G(A,B,d) £ A5B:d(int). =  C(d,A, lint; B(AM))

send (c,

X = receive (d)

send (d,

A

\ TVII ) ;

A

10) ;

int x;

X

FAIL

4

X

receive (c) ;

receive (d) ;



COMMUNICATION PROTOCOLS —issues (revisited)

“A” first sends the result to “B” and then to “C” via channel “c”

G(A,B,C,c) £ A5B: c("Fail”);ASC : c("Pass”) — &(BM < @)

Fail due to data race A B C

send (c, “Pass”); ||a = receive(c); |la = receive (c);
send (c, “Fail”);

Succeeds due to explicit sync A B C
send (c, “Yes”); a = receive(c);
send(c, “No”); notifyAll (w); walit (w) ;

a = receilve(c);



Relaxed Communication Protocols - issues (revisited)

Nondeterminism: G(A,B,C,c) £ B—A: c(int) * C>A : c(int).

Succeeds with extra conditions: (i) same receiver, (ii) equivalent messages

R =R A0,
A B C
X = recelve(c); send (c, 10) ; send(c,15);
y = receive (c);

return x + y;



Modular Protocols

Client A Client B Server
| ! s(req1) !
a(resp1)
b(resp1) ‘
b(collab) |
alt J s(ok) :
cond >
s(req2 R
' b(resp2)
—cond S(QUIt)

Client 1

b(resp1)

Client 2

v

b(collab)

v

Make protocols instantiable by adding protocol parameters.

Client Server
s(req1) !
L c(resp1)
alt_J s(ok) |
cond >
s(req2) .
' c(resp2)
—cond s(quit)

Attach a labelling system which contains instantiable labels and maintains uniqueness of

transmissions.

Create event ordering summaries for each predicate.
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Related Work
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e CSL for copyless message passing [VILO9]: an extension of separation for bidirectional communication
between two players using global contracts

* CSL for pipelined parallelization [BEL10]: an extension of separation logic which supports multiple
players communicating through a single shared channel

e Chalice[LEIO9] with support for message passing [LEI10]: modular verification to prevent deadlocks of
programs which mix message passing and locking.
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